Samsung SmartTag
Investigator Essentials

SmartTags were first released in 2021, and the current
SmartTag2 was released in 2023. They use Bluetooth,
Ultra-Wideband (UWB), and Near-Field Communication (NFC)
protocols along with Samsung's SmartThings Find network.
They do not use GPS or connect to cellular or satellite
networks, but instead, rely on nearby Samsung Galaxy devices
(such as smartphones and tablets) to relay their location.
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Button

The device features an unmarked
button in the center. When enabled,
double-tapping the button will make the
synced phone ring. Users can set two
additional custom functions through
the SmartThings app which can be
activated by a single-press or a

ldentifiers

The serial number is
printed on the back
of the SmartTag.
Additional identifiers
such as MAC
address can be
viewed in the user's

long-press.

May be black or
white.

Covers available
in more colors.

SmartThings Find Network

Tag owners can view the current location
and seven day history of their tag within
the SmartThings app.

While the SmartThings app is available
on all smartphones, location tracking
through the Find network feature only
works with Samsung Galaxy devices.

Samsung users may receive a notification if an unknown tag is
following them. Users of other phones will need to install the
SmartThings app to conduct manual scans for Samsung tags.

Samsung
Electronics Co.

Samsung cloud data is
operated and controlled by
Samsung Electronics Co, Ltd.
(SEC) in South Korea. They
recognize the legal authority of
South Korean courts and will
respond via the MLAT system.

SAMISUNG

including:

*Where it was shipped to
*Mobile service provider
» Samsung.com orders

 Customer registration data (if registered)

Contact: subpoena@sea.samsung.com

Samsung Electronics
America (SEA)

SEA is a subsidiary of Samsung that imports and sells
to United States vendors. They do not have end-user
data, unless the owner voluntarily registered the device.
If the device was sold in the United
States, they may have device data

- |dentifiers (e.g. Bluetooth, MAC)
Where it was manufactured

SmartThings app.

Unknown SmartTags
can be tapped with
any NFC-enabled
smartphone to get
information shared by the
owner when in Lost mode.

Button

Serial
number

Disabling
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Disabling a tracker may result in
escalation of an offender's behavior so it
is vital to discuss safety with the person being monitored.

Disable the device by
removing the battery. Push
a pin into the hole at the
bottom of the device’s
ring opening and pull
the sliding battery
compartment out.

Turning off Bluetooth

or changing settings
on the victim's device
will not affect the
tracker.

Google

The SmartThings app runs on
Google's Android operating
system. Depending on the
specific device and settings,
Google may store this app data,
including information about
paired tags. SEA suggests

that law
enforcement Q
contact

Google
as well.
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