The Jiobit Smart Tag was first produced in 2018 and is
designed to be a GPS monitoring device for children, pets,
seniors, and personal items. In 2021, Jiobit was acquired by
Life360. They use a combination of GPS, Low-Power
Wide-Area (LPWA) cellular networks, Wi-Fi, and Bluetooth Low
Energy (BLE). Unlike many tracking tags, a Jiobit connects
directly to Wi-Fi and cell networks to relay its location.
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The first and second generations are
identified by a sticker on the back that
has a QR code and serial number
along with model, FCC ID, and IC ID.
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The Jiobit is
teardrop shaped
and weighs 18
grams (0.6 0z). It
has no buttons or
switches on it.

The third generation has a
laser-etched QR code and a Lost and
Found ID (LFID) on the back side of
the device. The LFID starts with the
letter Q and is printed under the QR
code.
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Disabling

App & Network Detection

Unlike Bluetooth trackers, Jiobit uses Unlike many There is no way to disable an unknown
GPS and cell networks for real-time Bluetooth Jiobit. They can only be disabled by
location tracking with the Live Mode trackers, Jiobits cancelling the account holder’s
feature of the Jiobit app. do not send subscription. Victims may be able

unknown tracker
notifications and
do not provide a —
method for non-account

holders to scan for unknown

block the device from transmitting data
by placing it in a Faraday bag or
wrapping it in several layers of
aluminum foil.

Its Timeline feature provides users with
seven days of location history.

The app also offers geofencing alerts
for when it arrives or leaves specified

locations.

Location Data

Life360 states they retain raw
location data for 30 days. This
may include data that is not
accessible to users through the
- app but can be
. provided to law
enforcement
with
appropriate
legal process.
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Jiobit devices following them.
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Victims may be unaware a Jiobit
device has been placed on their
person, vehicle, or property unless
they are physically able to see it.

Data Requests

Submit both informal inquiries and formal legal
requests via email (see address below). Include a
completed inquiry or legal request form found in the
Life360 Law Enforcement Guide (also linked below).

The request must include the user's email address,
phone number, or device serial number. Life360 can also
provide a user's information to law enforcement if the
user gives access and signs the consent release form.
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” Disabling a tracker may
result in escalation of an
offender's behavior

so it is vital to
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discuss safety
with the person
being monitored.

User Data

Because Jiobit

devices require

an active

subscription

and cellular

connectivity,

provider records

may help identify the account
holder through subscriber
information, billing records,
payment methods, email
addresses, phone numbers,
and other account-related data.

Law Enforcement https:/legal.corp.life360.com/hc/en-us/articles/
Guide: 16369337969431-Life360-Law-Enforcement-Guidelines /.
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Email: lawenforcement@life360.com



